HamsaTka nas o0yqaromuxcs u cryaenToB I'BIIOY AT c. luBHoe
00 uHGopMaIUOHHO 0€30MaCHOCTH JeTeil

Hean3a

1. BceMm moapsia cooOmaTh CBOKO YaCTHYIO HH(GOpPMAIHIO (HACTOSIINE HMsI, (DaMUJIHIO,

TeneoH, azpec, HOMEp HIKOJIbI, a Takke (hoTtorpaduu cBOU, CBOEH CEMbH H ApY3ei);

OTKpBbIBaTh BIOKEHHBIE (DaliiIbl AIIEKTPOHHOM MOYTHI, KOTJ]a HE 3HAEIIb OTIIPABUTEIS;

['pyOuTth, npuaupatbes, OKa3plBaTh JJABJICHHUE - BECTU Ce0sl HEBEXKIIMBO U arpECCUBHO;

4. He pacnopsbxaiics 1eHbramMu TBO€ ceMbH 0€3 pa3pelleHus CTaplIuxX - BCerjaa
CIpalmBan poauTeNeH;

5. He Bcrpeuaiica ¢ MHTepHET-3HAKOMBIMU B PEAJIbHOM KU3HHU - IOCOBETYICS CO
B3pOCIIBIM, KOTOPOMY JOBEPSIEIIb.
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OcTopoxkHo

1. He Bce numyt npasay. Yutaemus o cebe Henpaay B IHTepHEeTe - cooO1u 00 3ToM
CBOUM POJUTENSM WM ONEKYHaM;

[IpurnamaroTt nepenuceIBaThCS, UTPaTh, 0OOMEHUBATHCS - IPOBEPb, HET JIM MOJIBOXA;
Hezakonnoe xonupoBanue (aiiiaos B IHTepHETE - BOPOBCTBO;

Bcerna pacckaspiBail B3pOCiIbIM 0 po0OJieMax B CETH - OHU BCET/1a IIOMOTYT;
Wcnonb3yit HacTpoiiku 6€301acCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPSITH CBOU
AKKAaYHTBI B COIICETSIX U APYrHX MopTanax.

abrwmn

Mo:xHo

VYBaxkall Ipyrux nojab30BaTeseH;

[Tonp3yemibess MHTEpHET-UCTOYHUKOM - JI€JIail CChUIKY Ha HETO;

OTKpbIBai TOJBKO T€ CCHUIKH, B KOTOPBHIX YBEPEH;

OO01aThes 32 MOMOUIBIO B3POCIIBIM - POJUTENH, ONIEKYHBI U aIMUHUCTPALIHS CAHTOB
BCEr/ia IOMOT'YT

el NS -

NudopmanronHas maMsTka st 00ydJaromuxcs sl pa3MelieHus: Ha OPUIuaTbHbIX HHTEPHET-
pecypcax

C KaXJIbIM T'0JIOM MOJIOJIC)KH B HHTEPHETE CTAHOBUTHLCS OOJIBIIIE, & IIKOJBHUKH OJIHUA U3 CaMbIX
aKTUBHBIX TOJIb30BaTeneil Pynera. Mexy TeM, HOMUMO OFPOMHOTO KOJIMYECTBa
BO3MOJKHOCTEH, HHTEPHET HECET U MPoOIeMbl. DTa maMsATKa J0JDKHA IIOMOYb Tebe 0e301acHo
HaXOJHUTHCS B CETH.

KomnbrorepHbie BUPYChI

KoMIbroTepHblii BUPYC - 3TO pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrPAMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCA CIOCOOHOCTh K pa3MHOXKEHHIO. B onoHeHne K 3ToMy,
BUPYCBI MOTYT IMOBPEIUTH UJIH MOJHOCTHIO YHUUTOKUTH BCe (ailiibl U TaHHbIE,
MOJIKOHTPOJIbHBIE M0JIB30BATENI0, OT UMEHU KOTOPOTo OblIa 3aMyllieHa 3apakeHHas IporpaMma,
a TaKk)Ke MOBPEIUTh WIN JaXKe YHUUYTOXKHUTh OTEPALlMOHHYIO CUCTEMY CO BCeMH (hailiiamu B
1esioM. B GOJIBIIMHCTBE CilydaeB pacpOCTPAHSIOTCS BUPYCHI Ue€pe3 UHTEPHET.

MeToapI 3alIUThI OT BPCAOHOCHBIX MIPOTpaMM:



1. Hcnonb3yii COBpeMEHHBIE ONIEPALIMOHHBIE CUCTEMBI, UMEIOILIUE CEPHE3HBII YPOBEHb
3alUTHl OT BPEJOHOCHBIX IIPOTPaMM;

2. TlocrosHHO ycTaHaBiIMBal mauTu (LU(GPOBBIE 3aIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTaHABIIMBAIOTCS C LENbIO TOPAOOTKH MPOrpaMMbl) U Apyrue 0OHOBIICHUS CBOCH
oTepanroHHOM cucteMbl. CKayMBail X TOJIBKO ¢ O(UIIHATILHOTO caifTa pa3paboTunka
OC. Ecnu cyniecTByeT peKuM aBTOMATUYECKOTr0 OOHOBIIEHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMITbIOTEpE O] TPaBaMH MOJIH30BATENSI, @ HE a/IMUHUCTpATOpa. JTO
HE TT03BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTPaMM MHCTAIIMPOBATHCS HA TBOEM
[IEPCOHAIBLHOM KOMIIBIOTEPE;

4. Hcnonp3yil aHTUBHPYCHBIE POTPaMMHbIE IIPOAYKThHI U3BECTHBIX IPOU3BOIUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpanndb GU3NYECKUI TOCTYN K KOMIBIOTEPY ISl HOCTOPOHHUX JIMIL;

6. Hcnonp3yii BHENIHME HOCUTEIN HHPOPMALINH, TaKUe KaK (IIemKa, JUCK Win (ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOYHHUKOB;

7. He oTkprIBail KOMIIBIOTEPHBIE (ailyibl, OTYYEHHbIE U3 HEHAJIC)KHBIX HCTOUYHUKOB. J{axe
Te (ailsibl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlyullle yTouHu y Hero, OTHpaBIIsI JIU OH
Tebe ux.

o

Cern WI-FI

Wi-Fi - 310 He BU TIepeiaun JaHHBIX, HE TEXHOJIOTHsI, a BCEro JIMIIbL Open 1, mapka. Eme B 1991
rojy HUjIepaaHacKas KoMmnanus 3apeructpuposaina openg "WECA", uro o603Ha9ano
cnoBocouetanue "Wireless Fidelity", koTopsiit mepeBoauTcs Kak "OecrpoBoiHas TOYHOCTH .

Jlo Hamrero BpeMeHH JI0IuIa apyras abOpeBruaTypa, KoTopas sSBISETCS TAKOH K€ TEXHOJOTHUEH.
Ot1o ab6peBuarypa "Wi-Fi". Takoe Ha3zBaHue ObUIO JaHO C HAMEKOM Ha CTaHJIAPT BBICIICH
3ByKoBOM TexHukH Hi-Fi, uTo B mepeBojie 03HavyaeT "BhICOKAst TOYHOCTH'.

Jla, 6ecraTHBIN HHTEPHET-IOCTYI B Kade, OTENAX U adpOTOpTax sBISETCS OTIIMYHOMN
BO3MOYHOCTBIO BbIXOJa B HHTEpHET. HO MHOTHE 3KCTIepThI CYUTAIOT, YTO 001Ien0cTynHbie Wi-
Fi cetu He sBistoTCS OG€3011aCHBIMHU.

CoseTbl 10 6€30MacHOCTH pabOTHI B 00MIEA0CTYHBIX ceTssx Wi-fi:

1. He nepenasaii cBoro JIMuHyI0 HHMOpMaIuio yepes odmenocrynasie Wi-Fi cern. Paboras
B HUX, JK€JIaTeJIbHO HE BBOJUTH M1APOJIM JOCTYIIA, JIOTUHBI U KaKUe-TO HOMEpa;

2. Hcnonp3yii u 0OGHOBJISIM aHTUBUPYCHBIE POTrPaMMBI U Opanamayep. TeM camMbIM Thl
oOe3onacutib ceds OT 3aKaYKU BUPYyCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun ¢ynkiuro "OOmuii noctyn K daitiam u
npuntepam". JlanHas QyHKIMS 3aKpbITa IO YMOJIYaHUIO, OJTHAKO HEKOTOPhIE
10JIb30BATEIN aKTUBUPYIOT €€ /s yA00CTBa UCIOJIb30BaHus B paboTe miu yueoe;

4. He ucnons3yit myoanunsiii WI-FI ans nepenaun TMUHBIX JaHHBIX, HATPUMEp VIS
BBIX0/1a B COIIMAJIbHBIC CETH UJIH B AJIEKTPOHHYIO TIOYUTY;

5. Hcnonw3yii Tonbko 3amuiiennoe coeaunenue yepe3 HTTPS, a ue HTTP, T.e. pu
Habope BeO-aapeca BBOAM UMeHHO "https://";

6. B moOunbHOM Tenedone otkimtoun Gpynknuio "Tlogkmouenne k Wi-Fi aBTomatuaeckn'.
He nomyckaif aBToMaTn4eckoro noAkI0YeHus ycTpoiictea k cetsiMm Wi-Fi 6e3 TBoero
COTJIacHsl.

CouunajbHble ceTH

COL[I/IaJ'IBHBIC CCTU aKTUBHO BXOJAT B HAIlly )KU3Hb, MHOT'HC JIFOAU pa60Ta10T U )KUBYT TaM



MOCTOSTHHO, a B Facebook yxe 3apeructpupoBan MUJUTHAP/ YEIOBEK, YTO SBISETCS OJTHOU
CeIbMOM BCeX JKHUTeNel TIaHeThl. MHOTHE MOJIB30BATENN HE MOHUMAIOT, YTO MH(POPMAaLus,
pa3MeIeHHast UMY B COIIMAJIBHBIX CETSAX, MOKET ObITh HaliJIeHa U MCIIOJIb30BaHA KEM YrOJHO, B
TOM YHCJIe HE 00s13aTeNIbHO ¢ OJIariMy HaMEepEHUSAMHU.

OCHOBHBIC COBETHI 10 OC30IACHOCTH B COMaJIbHBIX CETAX:

1. Orpannub cnucok apyseil. Y 1e0st B Ipy3bsiX HE OJDKHO ObITh CIy4alHbIX U
HE3HAKOMBIX JIIOICH;

2. 3ammumiai CBOIO 4acTHYIO ku3Hb. He yka3eiBaii maposu, TenedoHsl, agpeca, 1aTy TBOETO
POXKJIEHUS U JPYTYIO JIUUHYIO HHPOPMALUIO. 3I0YMBIIIJIEHHUKU MOTYT MCIOJIB30BaTh
nake NH(OPMALIHIO O TOM, KaK Thl ¥ TBOM POJIUTENN IUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3ammimaii CBOIO peIyTaIiio - ISP €€ B YUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN OBI ThI,
4yTOOBI Ipyrye M0JIb30BATEIN BUEIH, YTO Thl 3arpysxaeuis? [logymail, mpexiae yemM 4To-
TO ONyOJIMKOBaTh, HAITUCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHIIB C JIFOJbMHU, KOTOPBIX HE 3HAEIIb, HE UCIOJIb3yl CBOE PEaIbHOE UMS U
JPYTYIO JIUYHYIO HHPOPMAIMH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U MpoUee;

5. MH3berait pazmemenus pororpaduii B IHTEpHETE, T/I€ THI H300paXK€H HA MECTHOCTH, TI0
KOTOPOIl MOXHO OTPEEIUTh TBOE MECTOTIOJI0KEHUE;

6. Ilpu perucTparyiv B COMMAIEHON CETH HEOOXOIMMO HCIIOJIE30BaTh CJIOKHBIE MApOJIH,
cocTosimue u3 OykB v UG U ¢ KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. Jlns coumanbHON CeTH, MOUTHI U APYTrUX CAaUTOB HEOOXOIMMO HCIIOJIb30BATh Pa3HbIE
napoiu. Torga ecnu Te0s B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TOJIy4aT JOCTYM TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

DJIeKTPOHHbBbIE 1eHbI'H

DNEeKTPOHHBIC ICHBIU - 3TO OYCHb YAOOHBIN CIIOCO0 TUIATEKEH, OJTHAKO CYIIECTBYIOT
MOITIIEHHUKH, KOTOPBIE XOTAT MOJTYYUTh 3TH JICHBTH.

BHGKTPOHHBIG JCHBI'H ITOABHUIIMCH COBCEM HEAABHO M UMCHHO HM3-3a 3TOI'O BO MHOT'HX
rocyaapcrBax A0 CHUX IIOP HE INPOIIHCAaHO IIPO HUX B 3aKOHaX.

B Poccuu sxe oHr QyHKIIMOHUPYIOT U 0 HUX YK€ MPOIHCAHO B 3aKOHE, € UX Pa3JIesioT Ha
HECKOJIbKO BHJIOB - aHOHUMHbIE 1 HE aHOHMMHBbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peuiaeTcs IPOBOIUTH ONepaluu 6e3 uIeHTU(PUKAIUY TOJIB30BaTENs, a B
HEAaHOHMMHBIX UACHTU(UKAIIHS TTOIH30BATENs SABISIETCS 0053aTENbHOM.

Taxxe CJICAYCT pa3jin4yaTh SJICKTPOHHLIC (1)I/IaTHBI€ JCHBI' (paBHH rocyaapCTB€HHbIM BaJ'IIOTaM)
" 3JICKTPOHHBIC He(bI/IaTHBIe JCHBI' (He PpaBHBI TOCYAapCTBCHHBIM BaJHOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ IEKTPOHHBIMU JICHbIaMHU:

1. TlpuBsxku k cueTy MOOWIIBbHBIN TenedoH. To camblil YI0OHBIH U OBICTPBIN c1IOCOO
BOCCTAHOBMTB JIOCTYI K cueTy. [IpuBsi3anHbIii TenedoH nomoxer, eciau 3a0y/eib CBOH
IUTaTEKHBIHM MapoJib WK 3aii/ieIb Ha CAliT ¢ HE3HAKOMOT'O YCTPOUCTBA;

2. Hcnonw3yit onHopa3oBblie nmapoiu. [locie nepexosia Ha yCHIIEHHYIO aBTOPU3ALIUIO TeOe
y’Ke He OyeT yrpo>kaTh OMACHOCTh Kpa)ky MJIM TlepexBaTa IUIaTeXHOT0 MapoJis;

3. Bribepu cnoxubIi mapons. [IpecTtynmHukaM OyaeT He MPOCTO yraJlaTh CIOXKHBIN Mapob.
HanexHble mapoiu - 3To mapoJin, KOTOpPbIE COJIep)KaT He MEHee 8§ 3HaKOB M BKIIIOYAIOT B
ce0si CTpOYHBIE U TPONHUCHBIE OYKBBI, IU(PHI U HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK
noapa, GyHTa, BOCKIMIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;



4. He BBO/JM CBOM JIMYHBIE JIAHHBIC HA CATaX, KOTOPBIM HE JIOBEPSCIIIb.
DJIeKTPOHHAA MOYTA

DNEeKTpOHHAs NOYTA - 3TO TEXHOJIOTHSI U IIPEIOCTABIISIEMBIE €10 YCIIYTHU IO MEPECHLIKE U
[IOJIyYEHUIO JIEKTPOHHBIX COOOLIEHHM, KOTOpPBIE paclpeAesioTCs B KOMIIbBIOTEPHON CETH.
OOBIYHO 2TEKTPOHHBIN TTOYTOBBIN SIIUK BHITJISIUT CIECIYIOIIIM 00pa3oM:
UMS_TI0JIb30BATENsA(@UMsI_foMeHa. Tarke KpoMme repeadd mMpoCcToro TeKCTa, UMEeTCs
BO3MOXHOCTb IepeiaBaTh (ailsibl.

OcHOBHBIE COBETHI 1O 6€30TaCHOM PadbOTe C ANEKTPOHHOHN MOYTOM:

1. Hapno BbIOpaTh NpaBUIIBbHBIN TOYTOBBINA cepBUC. B HHTEpHETE €CTh OrPOMHBIN BBIOOD
OecIIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JIyUIllIe JOBEPSITh TEM, KOTO 3HAEIb U KTO
IIEPBBIN B PEUTHHIE;

2. He ykaspIBaii B TMUHOM OYTe JHUHYIO HHPOpManuio. Hampumep, mydine BeIOpaTh
"My3bIKasbHBIN  paHat@" wim "pok2013" BmecTo "Temal3";

3. Hcmons3yii IBYXATAIMHYIO aBTOPH3AIHIO. ITO KOT/Ia TOMUMO TTapoJis HY)KHO BBOJIUTH
KOJI, IPUCBIIaeMBbIil IO SMS;

4. BpiOepH crokHbIN Maposib. J{J1s KaX/10T0 MOYTOBOTO SIIMKA JI0JKEH ObITh CBOM
HAaJIeXKHBIM, YCTOMUMBBINA K B3JIOMY I1apOJIb;

5. Ecnm ecth BO3MOXXHOCTh HANMKMCATh CAMOMY CBOM JINUYHBIN BOTIPOC, UCTIOJIB3YH ATY
BO3MOYHOCTB;

6. Hcmonb3yit HECKOIBKO TIOUTOBBIX AMMKOB. [1epBbIii 111 4aCTHOM MEPETTHCKU C
azipecaTaMy, KOTOPBIM ThI IOBEPSACIIb. JTO MNIEKTPOHHBIN apec HE HAJ0 UCIOIb30BaTh
IIPU perucTpanuy Ha opymax u caifrax;

7. He oTkpsiBaii ¢ailsbl U Ipyrue BI0XKEHUS B MUCbMaX, Ja)Ke €CJIM OHU MPUILIA OT TBOUX
npysei. Jlydie yrouHu y HUX, OTIIPABIISUIN JIK OHU TeOe 3TH (paiiiibr;

8. Ilocne okoHuaHUs paOOTHI HA IOYTOBOM CEPBUCE MEPE]] 3aKPHITHEM BKJIAJIKU C CAHTOM
He 3a0y1p HaXaTh Ha "Beriditu".

Kun0epOy/UIMHT WK BUPTYaJibHOE U3/1€BaTEIbCTBO

KuGepOymauHr - npecienoBaHue COOOIICHUSIME, COAEPKAIIUMU OCKOPOJIEHUS, arpecCuio,
3alyruBaHue; XyJIUTaHCTBO; COLUaIbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IUYHBIX MHTEPHET -
CEpPBHCOB.

OcHoBHBIE COBETHI 10 60pbOE ¢ KHOEPOYILITUHTOM:

1. He 6pocaiics B 00ii. JIydmuii crioco6: MOCOBETOBATHCS Kak ce0sl BECTH U, €CJIU HET TOTO,
K KOMY MOYKHO 0OpaTUThCS, TO BHAYaJIe YCIOKOUThCS. ECI ThI HAYHEIIh OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHHUS, TO TOJIBKO eIlle OOJbIIe Pa30skKKelb KOHMIUKT;

2. VYmpanisii cBoel kubeppemnyraiiei;

3. AHOHUMHOCTH B ceTu MHUMasl. CyIIeCTBYIOT CITIOCOOBI BBISICHUTH, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He cTouT BeCTH XyIUTaHCKUN 00pa3 BUPTyallbHOH ku3HU. UHTEepHET (huKCcUpyeT Bce

TBOU JICUCTBUS U COXpaAHSET UX. Y NATUTh UX OyaeT KpaiiHe 3aTpyIHUTENbHO;

Cobmroait CBOIO BUPTYaTbHYIO YECTh CMOJIOJNY;

6. Wrnopupyit equHUYHBIN HeraTuB. OTHOPA30BbIE OCKOPOUTENBHBIE COOOIICHUS Ty4Ille
urHopupoBaTh. OOBIUHO arpeccus MPeKpaliacTcsl Ha Ha4albHOW CTaaNH;

7. ban arpeccopa. B mporpamMmax oOMeHa MTHOBEHHBIMHU COOOIIEHUSIMU, B COITMATBHBIX
CETSIX €CTh BO3MOKHOCTh OJIOKHUPOBKH OTIIPABKU COOOIIEHUH C ONPEICTICHHBIX apecoB;

o



8. Ecuu 161 cBUnETENs KNOEpOyiuHra. TBOM 1eHCTBUSA: BBICTYIIUTH IPOTUB
MpecIeaoBaTes, MOKa3aTh €My, YTO €ro JeHCTBHS OLIEHUBAIOTCS HEraTUBHO,
MOJIIEPKATh JKEPTBY, KOTOPOU HY)KHA TICUXOJIOTHYECKast TOMOIIb, COOOIIUTH B3POCIIBIM
0 (pakTe arpecCHBHOTO TIOBE/ICHHUS B CETH.

MoouibHblii TesedoH

CoBpemeHnHble cMapT(OHBI U TUIAHIIETHI COJAEPXkKAT B ce0e BIOJHE B3pOCIbI (DYHKIIMOHAM, U
Terepb OHU MOT'YT KOHKYPUPOBATh CO CTallMOHAPHBIMU KOMITbloTepamu. OJTHAKO, CPE/ICTB
3aIUTHI JUI T0J0OHBIX YCTPOMCTB I0OKA OUEHb MaJlo. TeCTUpOBaHUE U MTOUCK YSI3BUMOCTEH B
HUX IIPOMCXOJIUT HE TaK NHTEHCUBHO, Kak Juis 1K, To jxe camoe kacaercss U MOOMIIbHBIX
MIPUIIOKEHHHN.

CoBpemeHHbIe MOOWIIbHBIE Opay3ephl YK€ IPAKTUUECKU JOTHAIM HACTOJbHbIE aHAJIOTH, OJTHAKO
pacmupenue GyHKITHOHAIA BICUET 32 CO00M OOJIBIITYIO CIIOKHOCTh U MEHBIITYIO
3aIIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOANUTENH BBITYCKAIOT OOHOBJICHUS, 3aKPbIBAIOIINE KPUTHUECKUE
YSA3BUMOCTH ISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 6€30TTaCHOCTH MOOMIIBHOTO Telle(hoHa:

1. Hwdero He sBIIIETCS MO-HACTOSIIEMY OecIIaTHBIM. By/ib 0CTOpOIKEeH, Be/Ib Koria Tede
MpeJUIararoT OECIUTaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TIATHBIC
yCuIyrH;

2. Jlymaii, npexzae ueM oTnpaBuTh SMS, (hoTto wim Buaeo. Thl TOUHO 3HACHIB, T/IE OHU

OyIyT B KOHEYHOM HTOTE?

Heo6xomumMo 0OHOBISATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Hcnons3yit aHTUBHPYCHBIE TIPOTPAMMBI [T MOOMITBHBIX TEJIe(hOHOB;

He 3arpyxaii npuiioXeHus OT HEM3BECTHOTO UCTOYHUKA, BEb OHU MOTYT COJCPIKATh

BPEIOHOCHOE IMPOTPaMMHOE 00eCIIeYCHNE;

6. Ilocne Toro Kak ThI BBIHJICHIb C CaliTa, I/ie BBOWII JIMYHYIO HHPOPMAIINIO, 3aii/1 B

HacTpoiku Opay3epa u yaanu cookies;

[eproanvecku mpoBepsiid, KaKUe IIATHBIC YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEDE;

8. aBaii cBOi1 HOMEp MOOMIIBHOTO TeJeoHa TOJBKO JIFOASIM, KOTOPBIX Thl 3HACITH H KOMY
JIOBEPSICIIIb;

9. Bluetooth nomxeH ObITH BHIKIIOUEH, KOT/Ia Thl UM HE MOJb3yelibes. He 3a0biBait nHorna
MIPOBEPATH ATO.
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Online urpsl

CoBpeMeHHbIE OHJIAIH-UIPBI - 3TO KPACOYHbIE, 3aXBAThIBAIOIINE pa3BiIeueHUs], 00bEeTUHSIIONIE
COTHHU ThICAY YEJIOBEK 0 BceMy MUpPY. Irpoku ucciaenytoT JaHHbIH UM MHp, 00LIat0TCs APYT ©
JPYroM, BBIIIOJIHAIOT 3a/1aHNUs1, CPAXKaKOTCsl C MOHCTPAMU U MOJIY4aroT OIBIT. 33 yIOBOJILCTBHE
OHH IUIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT A00HEMEHT WJIM MPHOOPETAIOT KaKue-TO OIIINH.

Bce st CpeaAcTBa UAYT HA NOAACPKAHNUC U PA3BUTUC UI'PBI, 4 TAKIKC HA CaMy 0e30MacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMbI dABTOPHU3allH, BBITYCKAIOTCA HOBBIC ITATYU (I_II/I(I)pOBBIC 3aIj1aTKu

JJI nporpaMM), 3aKPbIBAIOTCA YSA3BUMOCTU CCPBCPOB.

B HO,[[O6HBIX HUrpax CTOUT OIMAaCaTbCAd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu TBOCTO



mapoJisg, Ha KOTOpOM OCHOBaHa CUCTEMA aBTOpPU3ALIUN OOJIBIIMHCTBA urp.
OCHOBHBIC COBETHI 110 OS30IIaCHOCTU TBOCTO HUI'pOBOI'0 aKKayHTa:

1. Ecnu npyroii urpox BeieT cedsi II0X0 WK co37aeT TeOe HePUIATHOCTH, 3a0I0KUPY
€ro B CIIMCKE UTPOKOB;

[Toxanylics aqMUHHCTPATOpaM Urpbl Ha TI0OXOE MOBEJEHUE 3TOT0 UIPOKA, JKEJIATEIbHO
MIPUJIOKUTH KAKHE-TO J10Ka3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBaii muanyro nHGOpMAaIMIo B Ipodaiiiie urpsl;

VYBaxail Ipyrux y4aCTHUKOB 110 UTPE;

He ycranaBnuBaii HeopuimaibHbIe TATYH U MO/IBI,

Hcnonp3yit COXKHBIE M pa3HbIE TAPOJIN;

Jlaxxe BO BpeMs UTPbI HE CTOUT OTKJIKOYAaTh aHTUBUPYC. [10Ka ThI urpaenis, TBOU
KOMITIBIOTEP MOT'YT 3apa3uTh.
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DOUIIMHT WIH Kpaka JUYHbIX JaHHbIX

OOBIUHOM Kpaxel ACHET U JOKYMEHTOB CETOJHS YK€ HUKOTO HE yJIMBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUN 3I0YMBITIUICHHUKY TIEPEMECTUIINCH B UHTEPHET, U MTPOJIOJDKAIOT
3aHUMAaThCS ""MIOOMMBIM" JIEJIOM.

Tak mostBUIIach HOBAs yrposa: HHTCPHET-MOIMICHHUYCCTBA U (bI/IHH/IHl", rj1aBHaA LEJIb KOTOPOTO
COCTOMT B INOJTYUCHUU KOH(l)I/IJIeHHI/IaJ'IBHBIX JaHHBIX MOJIL30BaTEJIEN - JIOTHHOB U naponeﬁ. Ha
AHTJIMICKOM si3bIKe phishing untaercs kak gummHr (0T fishing - pei6Has oA, password -
1apoJib).

OcCHOBHBIE COBETHI 10 OOPHOE C PUIITMHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecii ThI IOJ103peBaeIiib, 4TO TBOSI aHKETA ObLIa B3JIOMaHa,
TO HEO0OXO0IMMO 3a0JIOKUPOBATH €€ M COOOIIUTh aIMUHUCTPATOPAM pecypca 00 ITOM Kak
MOJKHO CKOpee;

2. Hcnonw3yii 6e30macHbie BeO-CaliThl, B TOM YUCIIC, HHTEPHET-Mara3nHOB M MMOMCKOBBIX
CHCTEM;

3. Hcnomw3yii ciiokHBIE U pa3HbIe Taposi. TakuM 00pazom, ecitu TeOsi B3JIOMAIOT, TO
3JI0YMBITIJICHHUKH TOJTYYaT JOCTYI TOJBKO K OJTHOMY TBOEMY MPOMHUITIO B CETH, a HE KO
BCEM;

4. Ecnu Tebds B3IOMaIH, TO HEOOXOIMMO MPEAYIPEIAUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIC

n00aBIieHBI y TEOs1 B APY3bSIX, O TOM, YTO T€OsI B3JIOMAJI M, BO3MOYKHO, OT TBOETO HMEHHU

Oy/IeT pacchUIaThCs CIIaM U CChUIKU Ha (DUIIIMHTOBBIC CAMTHI;

YcranoBu HagexHbIi mapoib (PIN) Ha MOOWIBHBIH TenedoH;

OTkir04M coXpaHeHHe mapoJsi B opaysepe;

7. He oTkpsiBaii (paiiibl U ApYyrue BIOKEHUS B MMChMaX, JaXKe €CIIM OHU MPUIILTU OT TBOUX
npy3eit. Jlydie yrouHu y HUX, OTIPABIISIIA JTU OHU TeOe 3T (paiiibl.
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Hudposas penyrauus

[Mudposas penyranus - 3T0 HEraTUBHAs WM MO3UTHBHAS HH(OPMAIUS B CETH O Tebe.
Komnpomerupyromas nHopmanus, pa3mMelieHHas B MHTEPHETE, MOXKET Cephe3HbIM 00pa3zoM
OTpa3uThcs Ha TBOEH peasbHOM xu3HU. "Lludposas pemyranus” - 370 TBOI UMUK, KOTOPBIN
¢dopmupyercst u3 nuHpopMaiuu o Tede B MHTEPHETE.

TBoe mecTo JKHUTCJILCTBA, y‘IC6BI, TBOC (I)I/IHaHCOBOe TIOJIOKCHHUCE, 0COOEHHOCTHU XapakTepa u



pacckasbl O OJIM3KHUX - BCE ATO HAKAIUIMBAETCS B CETH.

MHorHe oIPOCTKU JETKOMBICIIEHHO OTHOCSATCS K yOJIMKAIIMKA TUYHON MH(POPMAITIH B
HNutepHeTe, He MOHUMAas BO3MOXKHBIX MOCIEACTBUM. ThI 1a’ke HE CMOKELIb JOTaaThCs O TOM,
qt0 (hoTorpadus, pasmMenieHHas 5 JIeT Ha3a/l, CTalla IPUYUHOM OTKa3a MPUHATH TeOst Ha padoTy.

Kommenrapuu, pazMemienue TBoux Gororpaduii U qpyrue 1eiCTBUS MOTYT HE UCUE3HYTD JaKe
II0CJIE TOTO, KaK Thl UX yJaaullb. Thl HE 3Ha€lIb, KTO COXPAHUI 3Ty UH(OpMaIIHIO, ToNaa JIU
OHa B [TIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tede

OKpY KArOIIKe JIFOIM, KOTOpPbIEe HAWIYT U YBHIAT 3T0. Haiitn nH(popmMaImio MHOTO JIET CITyCTs
CMOJKET JI000i1 - Kak U3 100pbIX NOOYXACHU, TaK U C HAMEPEHUEM NIPUUYUHUTH Bpea. ITO
MOXET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3aIIUTE HU(POBOIN pENyTalUn:

1. Tlomymaii, mpexje 4em 4To-To MyOIMKOBaTh U MepeiaBaTh y ceds B O60re Wiu B
COITMANIBHOM CETH;

2. B HacTpoiikax mpoduis ycTaHOBH OTPaHHUYCHHS HAa TPOCMOTP TBOETO MPOQWIIS U €T0
COIEP)KUMOTO, CIIeTal €ro TOJbKO "Iyist apy3en';

3. He pasmernaii u He yka3pIBait HHPOPMAITHIO, KOTOPAst MOKET KOT0-THO0 OCKOPOIATH
WU OOMKaTh.

ABTOpCKOE PaBo

CoBpeMeHHbIE TKOJILHUKY - aKTUBHBIE TT0JIB30BaTeNH (ppoBoro npocrpancTea. OmxHaKO
JIaJIeKO HE BCE 3HAIOT, UTO MOJIb30BAaHNE MHOTHMH BO3MOYKHOCTSMH IIU(PPOBOTO MHpa TpeOyeT
coOJTI0/IeHUS TPaB Ha MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

Tepmun "UHTEIIEKTyalIbHAsI COOCTBEHHOCTD" OTHOCUTCS K Pa3JIMUYHBIM TBOPEHUSM
YeJI0BEYECKOro yMa, HauyMHasi C HOBBIX M300pETeHU U 3HaKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
Ha IPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTaMH, GoTorpadusamMu, KUHODUIbBMAMH U
MY3BIKJIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKI/Ie IIpaBa - 5TO IIpaBa Ha UHTCIIJICKTYAJIbHYIO CcOOCTBEHHOCTh Ha IMPOU3BCACHUA HAYKHU,
JIMTCPATYPhbI U UCKYCCTBA. ABTOpCKI/Ie IMpaBa BbICTYIIAOT B Ka4€CTBC I'apaHTHU TOI'0, YTO
I/IHTeJ'IJ'ICKTyaJ'IbHbeI/TBOp‘leCKI/Iﬁ TPpyA aBTOpa HE 6yz[eT HaIlpaCHbIM, 1aCT €MY CIIPABCIJINBLIC
BO3MOXXHOCTH 3apa60TaTL Ha pe3yJibTaTax CBOCIO TpyJdad, NOJYUYUTb U3BECTHOCTH U ITPU3HAHUC.
Huxkro 6e3 paspCiCHus aBTOPa HEC MOXKET BOCIIPOU3BOAUTL €TI0 IIPOU3BCACHUC,
PaCIIpoOCTPaHATD, HY6JII/I‘IHO ACMOHCTPUPOBATh, IIPOAABATh, UMIIOPTUPOBATH, ITYCKATh B ITPOKAT,
HY6J'II/ILIHO HUCIIOJIHATH, MMOKAa3bLIBATh/UCIIOIHATh B 3(1)Hpe WK pasMeIlaTb B I/IHTepHeTe.

Hcnons3oBanue "HI/IpaTCKOFO" nporpamMmmHoOro oOecrneyeHUs MOKET MPUBCCTH K MHOT'UM
pUCKaM: OT IMOTCPU JAHHBIX K TBOUM dKKAYHTaAM 10 6.]'IOKI/IpOBKI/I TBOCTO YCTpOP’ICTBa, rac
YCTAaHOBJICHA HEJICTAJIbHAA ITpOorpamMma. He ctout taxxke 3a6LIBaTB, YTO CYHICCTBYIOT JICTAJIBHBIC
u OecILIaTHbIE nporpamMmabl, KOTOPLIC MOKHO HalTH B CETU.



